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CLASS IFIED MATERIALATTHE FREMONT BUILDING 

30Apr 15 

Prom: U.S. Navy 
To: the Navy, AssisUlnt for Administration 

Via: Specinl Security Officer, Depnrtment of the Navy, Assistant for Administration 

Subj: FINDINGS RELATED TO THE PRELIMINARY INQUIRY (PI) OF THE COMPROMISE OF 
CLASSIFIED INFORMATIONTHATOCCURRED AT DEPARTMENT OF THE 
NAVY/ASSISTANT FOR ADMINISTRATION, DIRECTIVES AND RECORDS 
MANAGEMENT DlVJSlON'S DECLASSIFICATION PROORAM FROM 12 MAY TO 
04 AUGUST 2014. 

Ref: (a) DoD 5220.22M 
(b) SECNAV M-551 0 .30 

I. Through the review of the documents provided, fncc-to-fncc and te lephone interviews, und 
research Into the guidance provided in reference (u) and (b) it has been determined th<•t n 
compromise of c lassified infommtion did occur. 

2. TI1e compromise occurred 11.'> it relates to having an uncleared, unverified, and/or 
undocumented personnel accessing undlor handling cln.~sified mnleriul. In violation was Section 
5·502 of reference (a) which authorizes access of cl~red subcontrdetors to clnssified materials in 
the performance of of the Prime Contractor. At issue here is the fact 
that prior to hi 

3. Separately, a valid or ru:ljudicated clearance was not documented or verified by AECOM or 
th~prior t~nuending training, gaining access to restricted facilities, or beginning 
the execution of her duties. In violation was Section 7-101 of reference (a) , which states that the 
Prime Contractor must determine the elenrnnce status of prospective subcontractors and ensure 
that all prospective subcontractors have lhe appropriate clearance. At issue here is the fact, that 
according to the documents provided, it was no t until August I, 2014 thnt AECOM pursued the 
use of JPAS and subsequently detemtined that no record of .a TOP SECRET c learance existed 

f~ 
4. Addit ionally, four sepnrnte visitor access request(s) or visitor rcqucst(s) were initiated for. 

- One was submitted to the National Archives and Records Adrninil.trotion (NARA} for 
access, another to nccess the Fremont facility for tmining, another to attend training provided by 
the LJ.S. Department of Energy, and yet llnOthcr request wos submilled to the NARA so thtH~ 

- could nllcnd NSA equity training. Whut is culled into question Ill this time is that there arc 
no references to 1 clenra.nce being verified by JPAS prior to ucccss ing these facilities. 
In viola~ ion was Section 2-200 of refe rence (n) which governs personnel security, the proces-s of 
submitting clearnnces, the ::~c.ccss that u clcurnncc provide~ and the requirements for ndjudication. 
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e . . e PRELIM fNAR Y fNQUIRY (PI) INTO THE POSSIBLE COMPROMISE OF 
CLASS !FlEO MATERIAL AT THE f<"REtvlONTBlHLDJNG 

A I i"uc here tS the fa<.:l t ll;~l valictuti~'" nl' a clc<~r:tnc•• hy auy of the ahovc !I{!Cncics Sp.:dal 
Sc<.:HIII)' Offil:cr (SSO). F.11.:ility Security Ofliccr (FSO). ur •IIIJ'<>IIc with uccc'' to JI'AS. 

5. ,\ lli"IIIHJc~!llnuing <ll Ullll/Ur tn.i'>IC(lH:,CIIlaliOil of the l} pc Of ~CCllrity Clcar.tnCC hcJ,I b)' • 
.. tho occurn."d. As it rcl:ue~ 10 the memorandum frt>m ~GA. which w.1s n notit1cation o t 
s=uroty <.'lc<tr.lncc Eligthilily (with a wattling). l\ "'"~ a"umcl1 that a fto:11, adjuthcatcd 
c:lcar.uu.'C had bc.t:n pn.,;.::c,,c,l fo Hu\\c\·~s, tf1~t c: urc ~c\cral conconb ht:IC 1twr 
'iol.uc Section 2-201 nl 1\;l'cr.::ncc (a), whkh ind icmc th~t only 1111 udjudh:ttlt:ll Spcc£al Sccumy 
B<td:!li'I'LltHI ln,·c;:tlg,atl<lll (SSBT) cnn urunt " person a TOI' SECRET cle:umlC<: nn<.l that only 
U.S. cititcns arc pcrmillcll to obtain clc.tt·III~C'- ;\t b'uc h.;rc ami reported in uo~.:umcnt\ 
prO'-Hh:ll 1~ that 1 claim~ du.tl citi7cm.hip for tltc U.S. nnd Vcnc:ruclu, has foreign 
connc<.:lttHJ·, out;;idc of the li.S. to wholl\ 'he ln1;!l11 be ln).tl tu and hold Pil"IXlrt~ for the U.S .. 
VcnC/UCI:t. <111<.1 lwly. The ufnrcmenltt)IICd '"llC' tll\0 ~·onllil'l with guidance round in Appendix 
F nnt.l G nf reference (h), regarding c iti tcn,hip rcquu.:mcm' und adjudt~:illi<)n guideline\, 
rcspccll\'cly. 

6. A'idt• ftOtH the \.•iulali('H1<; identincd nlHl\l:, lhcrc .uc ..,\.!,'l...~l"u l nthcr utcu~ uf cunccrn rcgo.uUiu~ 
thb Incident. The tit-.;t ln:ing, though it "'·"stat.:<! in th<: .:tmtr .. ct at all personnel working under 
s:titl c<lntr3ct woulll ncctl lit lc:ast a TO!' SECRET clcur.ulc" this wa.-. not ' 'c.nficd in ndvancc. 
Second, woulll be that thetc were Sc\'cral uppl1rtunitk:-. "' ;u:cc~<o JI'AS aud liC\'Cl'::tl people would 
had a~cc" to JPAS that f,tifcd to utillz.c thi' tool until il "''" 10<' lute. Third, there :;cco.n:; to he a 
lio<.:l: nf comnumh:ation hctwccn orgrmi<~.nuun~ uboul tXllc s, rcspon$ihillt!es, nnd pmccdurcs. Next 
tht'I'C •eclll~ 10 be a Ind. uf full un<l<'t'ShHltliug of ~«....:lu'ity ,-.,quin::mont'- ft1r l!Ccess c)f clu~sificcJ 
nwt.:l'ial anu the sufqtu~n.ling of the snmc mmcrial. t\nd la_~tly. there: ..ccm' to he the~ 
undt}tcnuin:ablc pos.$olbihty that colt~h.:ral f.l , h.aunenls could or C(Jtlld have c~i-,l..:d .u lhis f<.u.:ilit) 
<lu rint; tltc time of thi' incident. 

7. l'm\'idc<.l urc the following rccornmcndahon, for ,,.f,•gn.tr<hng cla .. ~~ifictl inlornMiion and for 
pu!vctlltn;; future incident~· u} Hn~wc tlwt tlll p .11'1ic" in,\llvcd have u mccllnni~m in pl:u:c w 
"cnly .:lc;~r;u1ces prior w hiring, llJ Ccwnlinutc b\!tWcl'll .tt•c:-nt:ics the pa,,inp, of clcw-.mc:<· 
ini\.Jr111.11ion vi~• upprt>\'Cd means, c) lonpkntctll $l0ndtlrd opcwting pn1ccl.lun:~ that dcwil rules, 
tu.spcm,ihilitiL',, :~nd propct ct.:puning of 1111) 'ccurity l111.; i<h.:nt..' in u tiiiH.!I)' munncr. d) i'J'UVillc 
ace.:''· when; possible, to JPAS .ond t:nndu.:tldm:untcnl hi-tmllthtl tminin:; <lll It~ prup<:r '"·•gc, c) 
Curhhh:l ~•u audit <,J current ~tand..tnl up,;r.nutg proccdun:' to cn~urc nn) identifiable gap' ,ut: 
mitig.llcd. and f) Octcnninl' the proh.thihty of Cl•ll.th:ral nhtt<:rial hcong procc>-cu at th.: 
dccl.t''ltic..ttion facilil) ;Inti imp!emcnl '"lcgn:cnb in,ohttl,!: it' handhng. 
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